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e OPICis an Independent, Small Agency of the United
States.

e QOPIC’s Mission

The Overseas Private Investment Corporation's (OPIC) mission is to

mobilize and facilitate the participation of United States private capital
and skills in the economic and social development of less developed
countries and areas, and countries in transition from nonmarket to market
economies.

e Ranked #2 Best Place to Work in Government (Small
Agency) in 2008 by the Partnership for Public Service.
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Tele Work Participation at OPIC {4™.

* 30% of employees participate in tele work
and/or alternative work arrangements.

 Expected to rise significantly based on recent
enhancements to tele work and alternative
work arrangement policies.



Secure Remote Access
Considerations

e Requirement - End User PC Access
(Non-Gov’t Furnished Equipment)

— Protect the OPIC Network
— Protect Sensitive Information
— Comply with Federal Requirements
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e Citrix MetaFrame Presentation Server

— Secure Virtual Desktop

* RSA Tokens (two-factor authentication)

— Can be used from any PC with internet access

OEnd Point Security
ONetwork Security
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 Other mobile devices :
— Loaner Laptops / Netbooks
— Smart Phones (BlackBerry’s)
— Thumb Drives
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& Procedures -

Tele work Program /Handbook

Participants are required to sigh Tele work
Agreement

Same policies that apply to OPIC workspace
also apply to remote work spaces

One-on-0One Instruction with End Users
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Mary C. HorseChief

Information Systems Security Officer
(202) 336-8561
mhorsechief@opic.gov
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